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ABSTRACT 
Title of Dissertation: Feasibility Study on Electronic Certificates and 
Documents for Reducing Administrative Burden 
and its Impacts on the Chinese Shipping Sector 
Degree: MSc 
As we all know, human factor is the most important cause in maritime casualties. 
Fatigue is one of the main factors that will let crews make mistakes. Therefore, how 
to reduce the workload of the crewmembers has become a hot issue nowadays. 
Based on the Final report of the Ad Hoc Steering Group for Reducing Administrative 
Requirement (IMO, 2014a), an overview of framework for reducing the 
Administrative Burden has been established. According to the report, electronic 
certificates, documents and records were important and effective to let crewmembers 
invest more energy in security affairs because there is too much paper work especially 
for senior officers.  
However, it still needs a lot of time for the acceptance of the electronic certificates and 
documents as a full alternative to paper versions, since it involves a lot of problems 
related to policy issues, technology issues and economic issues that need to be resolved. 
As for Chinese shipping sector, it is different from western countries. The present 
Chinese shipping industry is large but not strong enough. We have a great many 
seafarers, ships and shipping companies, but we barely lead the development of the 
international shipping industry. Therefore, since the trend for the use of electronic 




and response to the acceptance of the electronic certificates and documents on the side 
of Chinese shipping industry. 
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1.1 Reducing the Administrative Burden- Easier said than done 
The theme for the 2014 World Maritime Day 1  was: IMO conventions: effective 
implementation! It could be easily seen that there was something wrong with the IMO 
convention system. And “effective” was the key solution to this problem. Based on the 
“Selection of illustrative general comments on reduction of administrative burdens (C 
113/INF.2)”, both crewmembers and ship owners complained about “too much paper 
work” and “the vast amount of administrative requirements”, which was “very 
burdensome” since there were too many “checklists and inspections” for the 
crewmembers which would draw attention to and focus on complying with these 
administrative requirements. Even if these requirements were justified, it would still 
make crewmembers spend a lot of time on administrative tasks rather than actual 
manning and operation of the ship. (IMO, 2014b).  
 
Since it involved a lot of stakeholders among the world, revising IMO convention was 
never an easy thing. At its 27th session, the Assembly of IMO adopted resolution 
                                                             





A.1043 (27), which requests Council to establish the Ad Hoc Steering Group for 
Reducing Administrative Requirements. The final report by Ad Hoc Steering Group 
(IMO, 2014a) had suggested the use of electronic certificates and similar documents 
as a full alternative to paper versions. Accordingly, the administrative burden can be 
reduced through electronic information technology  
 
However, regarding the universal acceptance of the electronic certificates and similar 
documents, a lot of problems including technical problems (authenticity of the E-
certificates), cost-benefit problems, legal problems (national legislation), and 
coordination problems (how to cooperate with PSCOs) still need to be resolved. As 
for the technical and operational problems, the Interim Guidelines for use of printed 
versions of Electronic Certificates had been approved in 2013. Currently, in the 40th 
session of FAL, 2016, some details like the requirements for the electronic versions 
and the way of integrating the electronic means on vessel with the port information 
system were discussed and the report finalized. But for the economic problems, since 
different countries have different shipping industries, the attitudes towards electronic 
certificates are also different. This dissertation, based on IMO prevalent studies and 
debates on electronic certificates and the similar documents, focuses on what the 
administration of China should do to apply the electronic certificates on the ground of 
its own shipping industry and what impacts the application will have on Chinese 
shipping sector through feasibility analysis and investigation. 
1.2 Objectives of research 
The primary objective of this study is to illustrate the relationship between the 
electronic certificates and the reduction of Administrative Burden, as well as the work 
IMO had done to push the electronic certificates. The secondary objective will be the 




documents and how it could potentially impact on the Chinese shipping industry. After 
that, this dissertation will give suggestions on what China should do for the 
implementation of the E-certificates and documents.  
1.3 Methodology 
The relevant literature was widely reviewed beforehand, including appropriate IMO 
documents and circulars, international conventions, articles from contemporary 
journals, books and information from websites. Because of the limited time, advice 
was taken only by visiting three shipping companies and CCS during field-study trips.  
1.4 Structure of dissertation 
This dissertation consists of five chapters and two annexes. Chapter two focus on the 
origin and development of electronic certificates and documents by introducing the 
international framework and IMO’s progresses in reducing administrative burden and 
electronic certificates. Chapter three conducts a feasibility analysis on the use and 
acceptance of electronic certificates and documents in terms of policy, economy, 
society and technology, and concludes with the cost-benefit assessment for the use of 
electronic certificates. Chapter four mainly concentrates on the impacts of the use of 
electronic certificates and documents on the Chinese shipping sector through the 
investigation into shipping companies and RO. Finally, the last chapter discourses the 









International framework of electronic certificates and documents and the 
measures for feasibility analysis 
2.1 Introductory remarks 
In order to reduce the operating cost, ship owners get out of their way to minimize the 
crewmembers of a vessel for many years. However, the increased checklists and 
inspections required by IMO Conventions and Mandatory Instruments made the 
crewmembers feel overburdened. According to the “Selection of illustrative general 
comments on reduction of administrative burdens”, the crewmembers reported that 
“downsizing crew and minimum safe manning may be adequate in numbers for 
arrival/departure stations, in case of any emergencies – but not for ships' maintenance” 
and they also mentioned that the crew have to work “for minimum 16 hours to 18 hours 
to get the work done” and “very often... get hardly 4 to 6 hours real rest”. (IMO, 2014b, 
p. 2). 
  
Based on “Final report of the Ad Hoc Steering Group for Reducing Administrative 
Requirements”, they had completed 3,229 consultation documents (each commenting 
on one of the 563 administrative requirements included in the consultation and 86 
general comments on the reduction of administrative burdens).(IMO, 2014a) And the 





Table.2.1- Response to IMO consultation  
 
Source: IMO, 2014a 
However, it’s worth noting that in recent years, the advanced technologies especially 
the electronic information technology has brought a revolution to the modern society, 
including the shipping industry (Mohd Bekri, R*.a, et. 2013). According to the 
analysis of the answers to the question (possible measures that could alleviate the 
administrative burden) (IMO, 2014), it is expected that 69 of the 182 administrative 
requirements (37.9%) need special measures to mitigate the related administrative 
burdens, and the rest could be mitigated by using the electronic certificates, recordings 
and required documents. The details are shown in Figure.2.1. In Annex 9 of the report, 
it also recommended a universal acceptance of electronic certificates and similar 
documents as a full alternative to paper versions and for provision of information, 
recording and reporting could be fulfilled by electronic means. 
 
Besides that, the detentions of ships which caused by that crewmembers cannot find 
the originals of the certificates happen occasionally. For example, in November, 2013, 
a vessel was detained since the crewmembers could not find the original of EIAPP. 







Figure.2.1- Possible measures for alleviating administrative burdens 
Source: IMO, 2014a,  
 
2.2  The international framework for the electronic certificates and documents 
 
The research on electronic certificates has been carried on by IMO for many years. 
According to REPORT OF THE FACILITATION COMMITTEE ON ITS THIRTY-
NINTH SESSION, the work on collecting the background information of “Online 
access to certificates and documents required to be carried on board ships”(IMO, 
2014c) had been done since FAL 32. And in FAL 39, the following questions about E-
business for the facilitation of maritime traffic had been discussed: 
 The work had been done by MSC 91，MEPC 63 and MEPC 66 about electronic 
access to certificates and documents. 
 How to make the electronic certificates and documents valid and what can be 
considered as “original” and “authentic”. 
 Approval of the Interim guidelines for use of printed versions of electronic 
certificates.（FAL.5/Circ.39）(IMO, 2014) 
 The potential difficulties on national legislation, acceptance by PSCOs and the 
uniform technical standards for electronic certificates.  






As the first guideline on the application of electronic certificates, GUIDELINES FOR 
THE USE OF ELECTRONIC CERTIFICATES (FAL.5/Circ.39/Rev.1), was approved 
by FAL 39, making the first attempt on verification and acceptance of electronic 
certificates. It required the electronic certificates to have the following features: 
validity and consistency; protection from being edited, modified and revised without 
the authorization from the Administration; a unique tracking number for verifying and 
electronic signatures which meet the authentication standards. It also mentioned that 
all stakeholders should accept the electronic certificates and for the port state control 
officers, they should follow the Procedures for Port State Control, 2011 (resolution 
A.1052 (27)). However, as an interim guideline, there were a million issues to work 
out at detailed level. Change which involves a lot of stakeholders is not easy. So, 
working groups had been established for the electronic certificates and documents. In 
2016, the report of Correspondence Group for electronic versions of certificates, 
documents and record books, was submitted by United States in FAL 40(IMO, 2016). 
It focused on three main aspects, which were the model framework for implementing 
electronic certificates, drafting updated Guidelines for use of electronic certificates 
and proposing amendments to Procedures for port State control, 2011, respectively 
(see Figure.1.2). Besides that, the correspondence group also made an informal poll of 
ROs and other stakeholders for the use of electronic certificates. They had noted that 
except the “authenticity” and “reliability” problem, “The use and acceptance of 
electronic certificates is a policy issue, not a technological one, to be made primarily 

















Figure.2.2- Framework for using electronic certificates 
Source: IMO, 2016a, FAL 40/6. 
 
For technical issues, the cooperation between IMO and World Customs Organization 
(WCO) on facilitation and electronic business should not be ignored. According to the 
Review of the IMO Compendium on Facilitation and Electronic Business, which was 
submitted by WCO, FAL 39 approved the mechanism that WCO took the charge of 
the technical maintenance of message standard of FAL forms while FAL Committee 
worked on policy making, like the development of new forms or amendments to 
existing ones. Based on United Nations/Electronic Data Interchange for 
Administrations, Commerce and Transport (UN/EDIFACT) functional standards, the 
FAL Form established the standards for the information of IMO General Declaration 
that was transmitted in EDI format (IMO, 2015a). Besides that, the work done by 
International Standardization Organization (ISO) on Standardization of Electronic 
Ship Certificates was also very important. (IMO, 2015b) ISO TC8 took part in the 
correspondence group on Electronic Access to Certificates and Documents. On the 




by the correspondence group, ISO TC8 paid more attention to technical details of the 
fully digital and signed version of electronic certificates and the way they could be 
implemented. As for the fully signed electronic certificates, the required technical 
components include Certificate specifications, Performance standards for electronic 
certificates and signatures, Common information model (like UN/CEFACT), Template 
files for electronic certificates, Print templates, Signature mechanism, Printed 
signature specification, Encoding and validation software and Public Key 
Infrastructure (PKI) (IMO is already operating a PKI for the LRIT (see MSC 86/6) 
(IMO, 2015b). Figure.2.3 shows how they work together. 
 
Figure.2.3- Usage scenario of electronic certificates 
Source: IMO, 2015b  
 





As previously stated, since a lot of stakeholders are involved, the use and acceptance 
of electronic certificates and documents are complicated. Therefore, the Feasibility 
Analysis is very necessary as it will provide information to administrations about what 
to do and how to do it. This dissertation has used PEST analysis and Cost-benefit 
Assessment for the Feasibility Analysis on the acceptance of electronic certificates and 
documents. 
 
2.3.1   PEST Analysis 
 
Political, Economic, Social and Technological Analysis (hereafter referred to “PEST 
Analysis”) was used to describe a framework of macro-environmental factors for the 
strategic management of the company. Usually, PEST analysis consists of four factors: 
 Political factors are basically about how the government intervenes. It has areas 
including political stability, national law and so on.  
 Economic factors refer to cost-benefit assessment, which will greatly affect how 
businesses operate and make decisions. For example, interest rates may affect a 
company’s cost of capital and therefore to what extent a business grows and 
expands.  
 Social factors include the cultural aspects and health consciousness. High trends 
in social factors may affect the demand for a company's products and how that 
company operates.  
 Technological factors include technological aspects like the rate of technological 
change. These can determine barriers to entry, minimum efficient production level 




However, for the feasibility analysis on electronic certificates and documents, a little 
extension is needed for PEST Analysis. “P” stands for policy feasibility assessment; 
“E” stands for economic feasibility assessment, which refers to cost-benefit 
assessment; “S” stands for social acceptability, which refers to the acceptance of 
stakeholders and organizations like PSC regimes; and “T” stands for technical 
feasibility assessment. The relationship between them is shown in Figure.2.4. 
Figure.2.4- PEST Feasibility Analysis 
Source: by Author 
 
2.3.2   Cost-benefit Assessment 
 
Since the financial crisis in 2008, operating status of shipping companies has been 
getting harder and harder. As Corbett said, in light of creating a new framework, a 
balance between economic development and environmental issues is very important 
(Corbett, 2009, p.593). The cost-benefit assessment is something that we should take 
into consideration since the use and acceptance of electronic certificates and 



















However, the shipping industries are different between regions and countries. This 
dissertation selects China which has the largest number of seafarers and ships for the 
cost-effectiveness assessment. In order to carry out a cost-benefit assessment of the 
electronic certificates and documents, the methodology consistent with the Formal 
Safety Assessment (FSA) approach will be used (IMO, 2000; IMO, 2007a). However, 
the use and acceptance of electronic certificates and documents were mainly designed 
to facilitate marine business and reduce the administrative burden, not for the safety 
of the ship. The risk reduction is hard to estimate. Therefore, this dissertation mainly 
focuses on the calculation of cost and economic benefit. 
 
2.4   Concluding remarks 
 
In conclusion, an overview of the framework that had been done by IMO on the use 
and acceptance of electronic certificates and documents has already been recalled. The 
measures for feasibility analysis, namely PEST Analysis and Cost-benefit Assessment, 
have been introduced. The suggestion on electronic certificates and documents dated 
from a final report on the administrative burden. Based on the investigation, many 
seafarers and stakeholders complained about too much paperwork and documents 
required by IMO mandatory instruments and thought it would be improved by using 
the electronic certificates and documents. After that, FAL Committee took charge of 
this research. Guideline for use of electronic certificates was approved in FAL 39 while 
the cooperation between IMO and WCO, IMO and ISO on technical issues has also 
been going on. But there is still a lot of work to do before the use and acceptance of 
the electronic certificates and documents since it involves a lot of stakeholders. So, the 
feasibility analysis is necessary for gathering and organizing the difficulties and 









Feasibility Analysis on the use and acceptance of electronic certificates and 
documents 
 
3.1   Introductory remarks 
 
Even though the vast majority of research work had been done by IMO for the 
electronic certificates and documents, as it was mentioned in Report of the 
Correspondence Group (FAL 40/6), “The use and acceptance of electronic certificates 
is a policy issue, not a technological one”. (IMO, 2016a, p.12)The implementation of 
the electronic certificates and documents is a complicated issue. This dissertation aim 
at solutions to reducing the difficulty in solving technical problems, cost-benefit 
problems, legal problems and coordination problems and applies PEST analysis for 
the feasibility analysis. However, before the introduction on the difficulties and 
feasibility analysis, an important conceptual needs to be pointed out: what are the 
certificates and documents? 
 
3.2   Classification of the certificates and documents required by IMO 
 




bigger and bigger and so are the administrative requirements. (IMO, 2014a) And most 
of the administrative requirements are bound up with certificates, documents and 
recordings which need to be checked out by someone. According to the statistics by 
author, there were 563 certificates, documents and recordings required by IMO 
mandatory instruments and conventions at the end of 2015. The details are shown in 
Annex B. Based on the requirements by IMO mandatory instruments, those certificates, 
documents and recordings could be divided into 8 classes:  
 1. Certificates which were issued by Administrations and ROs, like Certificate of 
Nationality, Cargo Ship Safety Equipment Certificate and so on. 
 2. Documentations which were approved by Administrations and ROs, like 
stability data, SOPEP, Procedure and Arrangement manual (P&A Manual) and so 
on. 
 3. Documents that were made by shipping companies or ships and audited by 
Administrations and ROs, like SMS Document, Ship Security Plan and so on. 
 4. Certificate of competency that were issued by Administrations. 
 5. Recordings that were generated by operation of ships, like Logbook, Engine 
Logbook, Oil Record Book, Garbage Record Book and so on. 
 6. Nautical charts and publications that were required by Conventions, like 
International Code of Signals, Nautical Chart and so on. 
 7. Certificate of measurement that were provided by Professional organization, 
like Weighted Record of CO2, Magnetic Compass Calibration Check List Table, 
the proof of survey for Inflatable Liferaft and so on. 
 8. Others that were provided by manufacturer, like the instructions of Marine 
Product, training manual of ECDIS and so on.  
 





For the policy issue of electronic certificates and documents, the biggest challenge is 
legislation problems, which could be analyzed from two perspectives, IMO and 
Administrations.   
 
3.3.1   The legal problems for IMO 
  
In IMO, the procedure of amendment of conventions and mandatory instruments is 
very complicated, which needs to go through proposals, discussions, research of 
working group, Committee, Council. For the electronic certificates and documents, the 
following questions need to be addressed: 
 What is the meaning of "originals" to be carried on board ships required by 
conventions and mandatory instruments? 
 How can we ensure the “valid” and “authentic” of the electronic certificates and 
documents and make sure the certificates and documents are drawn up in the form 
corresponding to the requirements of relevant international convention or 
instrument? 
 Is the use of electronic certificates viewed on device screens equivalent to 
traditional paper certificates and printed versions of electronic certificates (IMO, 
2014c)? 
 Do electronic certificates viewed from screen or websites meet the requirements 
of conventions to be “on board”? 
 
However, what's worthy to be felicitated is that a lot of work has already been done by 




certificates has been approved by FAL Committee and has been amended twice. (IMO, 
2014c) The Report of the Correspondence Group has been submitted in FAL 40. Based 
on the guideline, concepts of “electronic certificates”, “electronic authentication”, 
“Printed version”, “verifying” and others related to electronic certificates have been 
redefined. And specific regulations were drafted about features, acceptance, 
verification, notification and implementation of electronic certificates.(IMO, 2014d) 
Even though it is an interim guideline with no enforcement powers, it is worth looking 
forward to the mandatory instruments on the use and acceptance of electronic 
certificates and documents in one or two years. 
 
3.3.2   The legal problems for Administrations 
 
Between the IMO Convention and implementation, national legislation is a problem 
that needs to be resolved. According to FAL 39/16, “The potential difficulties to fully 
implement and accept such certificates as requested in the interim guidelines might be 
due to some national legislation which still required original paper certificates, both as 
a requirement of the flag State and for acceptance of certificates by authorities of the 
State”. (IMO, 2014c, p. 11) Therefore, national legislation on the acceptance of 
electronic certificates and documents is one of the key points to this issue.  
 
3.3.3   The legislation overview of electronic certificates in the world  
 
The legal research on electronic certificates and electronic signatures began from the 




 In 1995, United States approved the Utah Digital Signature Act, which was the 
first law of the electronic signature of the whole world. It made the specific 
regulations on the management responsibility of Administration, licensing 
qualification and conditions of the certification authority and obligation of the 
certification authority. After that, the other states also enacted the law for 
electronic authentication. In 1996, Digital Signature Guideline, DSG was enacted 
by American Bar Association, which was a uniform criterion on legal issues 
related to Digital Signature. It was divided into five parts, which separately made 
rules on terms’ definitions, certification authority, registrar of certificate, 
authenticator of certificate and digital signature. In this guideline, it stressed the 
importance of Quality Assurance for selecting a certification authority many times. 
(Zhang Chu, 2000) 
 Malaysia approved Digital Signature Act in 1997. It acknowledged the legal 
validity of digital signature and required that the certification authority could only 
engage in the business with a license. In December 1997, Malaysian government 
announced that “Berhard”, their wholly-owned NPO, would become the first 
public key certification organization, to secure electronic transaction. 
 Singapore approved Electronic Transactions Act in 1998, which regulated the 
finite liability of certification authorities. The license of certification authority was 
issued by administration and the certificates issued by the certification authority 
with license had strong evidentiary effect. (Zheng Chengsi & Xue Hong, 2000)  
 In China, there is a distinct feature for the legislation of electronic certification, 
that is, the local legislation is preceded by national legislation. In fact, the 
legislation on electronic certificates had been proposed in 1999. And for some 
reasons, it was not approved in the two sessions. However, thousands of electronic 
certificates have already been issued by more than 70 certification authorities. In 




authorities, some provincial governments enacted Local Government Acts on 
electronic certification, like the tentative management measures for the digital 
certificate of Hainan Province, Shanghai Measures for the management of digital 
certification and Guangdong Province Electronic Transactions Regulations. 
Nevertheless, due to the fact that the regulations vary in different places, the 
technical standards and the requirements of establishment for certification 
authorities cannot be unified, which could also hamper the facilitation in E-
business. In August 2004, after two year’s research, proposals, discussions and 
modifications, Electronic Signatures Law of People’s Republic of China was 
adopted by National People's Congress Standing Committee. It endowed the 
digital signature and text signature with the same legal effect which ensured that 
the transaction of E-commerce can be conducted integrally. It also regulates the 
requirements and market entry conditions for the certification authorities. (Wang 
Jianhong & He Xiaohang, 2003) 
 
3.3.4   Suggestions  
 
Even though a lot of work has been done by IMO and Administrations, unity and 
cooperation is still a problem between different countries and ROs. For the use and 
acceptance of electronic certificates and documents, admission to the electronic 
certificates issued by other Administration and Cross Certification is the problem that 
needs to be resolved with the exciting conditions. Therefore, the following suggestions 
are given: 
 With the reference to Model Law on Electronic Commerce enacted by United 




stipulate an integrated technical standard instead of the principle of reciprocity in 
each country, which could reduce ambiguity caused by different regulations in 
different countries. 
 Most of the certificates and documents are issued by ROs in different formats.  
And for the issuance of electronic certificates and documents, ROs may authorize 
it to different certification authorities. To solve the cross certification problem, a 
Root Certification Authority should be built by Administration in order to 
supervise the certification authorities. It could be a department in MSA or an 
independent third party organization as long as the stakeholders believe in the 
electronic certificates and documents. 
 
3.4   Cost-benefit Assessment on Economic Factors  
 
Since the financial crisis in 2008, shipping industry has been in the trough for so many 
years. So, IMO should carry out the cost-benefit assessment before the new regulations 
since cost that caused by new regulations is also a certain kind of “Administrative 
Burden”. In order to reduce the “Administrative burden” especially for the shipping 
company, the methodology based on Formal Safety Assessment Guideline will be used 
for the cost-benefit assessment of the electronic certificates and documents. (IMO, 
2000; IMO, 2007) In the cost-benefit assessment, the Gross Cost of Averting a Fatality 
(GCAF) and the Net Cost of Averting a Fatality (NCAF) are the two important 






∆𝐶𝑜𝑠𝑡 − ∆𝐸𝑐𝑜𝑛𝑜𝑚𝑖𝑐 𝐵𝑒𝑛𝑒𝑓𝑖𝑡
∆𝑅𝑖𝑠𝑘
 




business and reduce the administrative burden, ∆Risk, or the risk reduction, refers to 
the reduced fatality rates, which is hard to estimate. Therefore, the cost-benefit 
assessment for electronic certificates and documents will focus on the relationship 
between ∆𝐶𝑜𝑠𝑡 and ∆𝐸𝑐𝑜𝑛𝑜𝑚𝑖𝑐 𝐵𝑒𝑛𝑒𝑓𝑖𝑡. 
 
For the calculation of ∆𝐶𝑜𝑠𝑡, based on Formal Safety Assessment Guideline, all future 
costs should be depreciated to a Net Present Value (NPV) and the depreciation rate is 
5%. The cost model is shown in Figure.3.1. (Vanem & Skjong, 2006) 
 
 
Figure.3.1- Cost model for the cost-benefit assessment 
Source: Vanem & Skjong, 2006 
 
Due to restrictions of time and information sources, all the data comes from Nanjing 
Ocean Shipping Co., Ltd. (NASCO) and Jiangsu Ocean Shipping Company. The 




(IMO, 2016a) and the data from shipping companies. 
3.4.1   Assumptions  
 
Since the use of electronic certificates and documents has not been enforced, for the 
convenience of calculation, general assumptions are given as follows: 
 The estimation of the cost and benefit should be regarded as crude and primary. 
Once the technical standards are uniformed and the use of electronic certificates 
and documents is enforced, the estimation should be updated. 
 The electronic certificate system is supposed to be safe and reliable, which means 
there is no more cost after normal maintenance.    
 The estimation of economic benefit is based on experts’ experience about the time 
and cost saved through electronic certificates and documents. 
 The lifetime of the ship is supposed to be 20 years and the number of 
crewmembers is 10. 
 The depreciation rate is 5%. 
 The result remains uncertain because of too many assumptions. 
 
3.4.2 The calculation of the cost 
 
For the cost of the electronic certificates and documents, it could be divided into two 
categories, namely initial cost and operational cost. The initial cost refers to the cost 
of acquisition of the software system and checking devices like PDA or PC for the 
viewing of the electronic certificates. And the operational cost refers to the cost during 




maintenance cost and communication cost. The cost will be calculated through Net 
Present Value (NPV) and the depreciation rate is supposed to be 5%. 
 
3.4.2.1   Initial cost  
 
The initial cost of the electronic certificates and documents should consist of the costs 
of a software system for online access to electronic certificates, like LRIT system 
which relies on Public Key Infrastructure (PKI) technology, (IMO, 2016d) and 
checking and monitoring devices like tablet PC which is used for viewing the 
certificates and recording the information. Since the number of crewmembers is 10, 
according to the data from shipping companies, the cost of hardware devices is 
estimated to be RMB 200,000 Yuan. A ship does not need to bear the development cost 
of the software system. So, the cost of acquisition of the software system is estimated 
to be RMB 200,000 Yuan and the total initial cost is about RMB 400,000 Yuan. 
 
3.4.2.2   Operational cost 
 
According to the investigation in Nanjing Ocean Shipping Co., Ltd. (NASCO) and 
Jiangsu Ocean Shipping Company and the experience of ECDIS, the operational cost 
of electronic certificates and documents includes training cost, maintenance and 
software support cost, communication cost and renewal cost (Denmark, Finland, 
Norway and Sweden, 2007b; Vanem et al., 2007),. 
 According to the investigation, the annual maintenance and software support cost 




maintenance and software support cost is estimated to be about RMB 500,000 
Yuan. 
 As for the communication cost, since the electronic certificates need to be 
transferred through maritime satellites, which is not cheap, the communication 
cost should not be ignored. It is estimated to be RMB 20,000 Yuan per year. Under 
the depreciation rate of 5%, the NPV of communication cost is about RMB 
250,000 Yuan. 
 With the reference to the experience of ECDIS, the training cost should also be 
taken into consideration especially for the regulations related with Information 
Technology. Since the number of crewmembers of a ship is assumed to be 10, the 
annual training cost is estimated to be RMB 20,000 Yuan. Therefore, the its NPV 
is about RMB 250,000 Yuan. 
 The renewal cost of hardware devices should not be ignored. Although these 
devices like tablet PC and communication equipment could be repaired, an annual 
loss of 5% should also be assumed on account of the loss and damage. Besides 
that, the lifetime of those devices are supposed to be 5 years. Under this hypothesis, 
the costs are estimated to be RMB 10,000 Yuan per year and RMB 200,000 Yuan 
every 5 years. Therefore, the NPV of the renewal cost is about RMB 560,000 Yuan.   
 
3.4.2.3   Present Net Value of the Total Cost   
 








Table.3.1- NPV of each cost  
Cost 
(Yuan) 







Training  Total 
cost 
 400000 500000 250000 560000 250000 1960000 
Source: by author 
 
So, the Net Present Value (NPV) of the Total cost is: 
𝑁𝑃𝑉𝑐𝑜𝑠𝑡 𝑜𝑓 𝑒𝑙𝑒𝑐𝑡𝑟𝑜𝑛𝑖𝑐 𝑐𝑒𝑟𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑒𝑠 𝑎𝑛𝑑 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠 = 𝑅𝑀𝐵 1.96 𝑚𝑖𝑙𝑙𝑖𝑜𝑛 
In this calculation, the cost of the acquisition and maintenance of the software system 
is underestimated since this dissertation holds the opinion that governments or IMO 
should undertake the responsibility of developing and managing the software system 
and keeping it reliable, safe and authentic. 
 
3.4.3 The estimation of economic benefit 
 
Based on the study conducted by the correspondence group on requirements for access 
to, or electronic versions of, certificates, documents and records, the economic benefit 
mainly embodies in the savings of inspection time, postage of dispatching certificates 
and the reduction of incidence of detentions due to new or revised certificates not 
received (IMO, 2016, FAL 40/6). However, since there is no cost-benefit figures 
available between electronic certificates and traditional paper (IMO, 2016), it is hard 
to calculate the economic benefit. Therefore, this dissertation has investigated into the 
postage of dispatching certificates and the cost on detentions because of the lack of 
certificates that should be carried on board in three shipping companies, namely 
Nanjing Ocean Shipping Co., Ltd. (NASCO), Jiangsu Ocean Shipping Company and 




year, which could be saved through electronic certificates. So, the economic benefit is 
supposed to be 200,000 Yuan per year. Under the depreciation rate of 5%, the NPV of 
economic benefit is about 2500,000 Yuan. So the Net Present Value (NPV) of the 
economic benefit is: 
𝑁𝑃𝑉𝑒𝑐𝑜𝑛𝑜𝑚𝑖𝑐 𝑏𝑒𝑛𝑒𝑓𝑖𝑡 = 𝑅𝑀𝐵 2.5 𝑚𝑖𝑙𝑙𝑖𝑜𝑛 
Obviously, for the electronic certificates and documents, the NPV of economic benefit 
exceeds the cost. 
 
3.4.4 Inadequacy and suggestions 
 
Because of the restriction of time and information sources, a lot of data are based on 
the assumptions and the experience of senior employees in shipping companies. 
Besides that, the cost savings in the reduction of the ship's time in port are not taken 
into consideration because of the deficiency of the data. Update and improvement are 
needed after the test run of the electronic certificates and documents.  
 
After investigation and calculation, to reduce the “Administrative Burden” of shipping 
companies, the following suggestions are given:  
 The cost on development and maintenance of a software system is very high. This 
dissertation suggests that administration should take the responsibility of 
developing a software system for electronic certificates and documents and 
reducing the purchase cost for shipping companies. 
 The communication cost through maritime satellites is high especially for small 
shipping companies. According to Nanjing Ocean Shipping Co., Ltd. (NASCO), 




Administration should take some actions to lower the cost of transmission of the 
electronic certificates and documents. 
 
3.5   Analysis on social acceptability 
 
As a new policy, the social acceptability of electronic certificates and documents 
mainly refers to the acceptance of the related stakeholders, like shipping companies, 
ROs, PSCOs and other related organizations (like P&I Club). A survey about the view 
of electronic certificates and documents has been conducted separately on Nanjing 
Ocean Shipping Co., Ltd. (NASCO), Jiangsu Ocean Shipping Company, China Ocean 
Shipping Co. (COSCO) and China Classification Society (CCS). Based on Chapter 
3.1, certificates and documents required by IMO could be divided into 8 groups. And 
through the investigation into shipping companies, the acceptance on different groups 
of certificates and documents is different. They all accepted that the trend of the use of 
electronic certificates and documents was irreversible. But the application of electronic 
records should be postponed by two or three years until the technology matures. 
(Annex A) The Detailed discussion and interpretation on the survey results are made 
in Chapter 4.  
 
The acceptance by PSCOs should be treated with caution as it is the key point to the 
use of electronic certificates and documents. The Guidelines for use of electronic 
certificates. (FAL.5/Circ.39/Rev.1) required the PSCOs to follow Procedures for Port 
State Control, 2011 (resolution A.1052 (27)). And based on the report of 
correspondence group in FAL 40, some amendments were proposed to the Procedures 
for Port State Control, 2011, which were: 




electronically or on paper directly.  
 In paragraph 2.2.4, for the inspection procedures of PSCOs, the part “The validity 
of electronic certificates should be verified, if necessary, by using the procedures 
retained on board for this purpose” was added. (IMO, 2016a) 
Besides that, training on how to verify the electronic and documents for PSCOs is 
necessary since new technical standards and checking procedures will be used after 
the acceptance of electronic certificates and documents. 
 
3.6   Feasibility analysis on technical factors 
 
For the technical issues of electronic certificates, the key words are “authenticity” and 
“reliability”, which refers to information security and the reliability of modern 
electronic equipment. Besides that, a uniform technical standard should also be 
established by IMO since ships need to sail around the world with those certificates 
and documents.  
 
3.6.1 The uniform standard and formats of electronic certificates and documents  
 
According to the report of correspondence group, in order to meet the requirements by 
Guidelines for use of electronic certificates. (IMO, 2014a), the electronic certificates 
could be issued in four formats, which are scanned paper version, form template, 






Table.3.2- Features of E-Certificate Formats 
Source: IMO, 2016a. 
Among those formats of electronic certificates, the fully digital could make an obvious 
simplification of administrative procedures which scanned paper cannot achieved. 
(IMO, 2015b) So, to some extent, these formats show the growing trend of the 
electronic certificates. With the development of technology, cost will be lower and the 
security and efficiency will be more important. Through the cooperation with WCO, 
the UN/EDIFACT message standard was applied to the FAL Forms and security 
declarations. (IMO, 2015a) An example of IMO general declaration is shown in Annex 
B. Besides that, in the report by ISO, a possible example of electronic certificates is 





Figure.3.2- The format of electronic certificates 
Source: ISO, 2015b 
 
3.6.2  The“authenticity” and “reliability” of electronic certificates  
 
For the“authenticity” of the electronic certificates and documents, a cooperation 
between IMO and International Standards Organization(ISO) was developed. 
According to the Future Proof and Cost-Effective Standardization of Electronic Ship 
Certificates submitted by ISO in 2015, the verification of electronic certificates could 
be simple by checking whether signature matches the appropriate public key and the 









Figure.3.3- the working progress of PKI 
Source: ISO, 2015b 
 
The key point to the “authenticity” of electronic certificate is the digital signature, 
which should be issued by Flag States or ROs and guarantee the certificate is authentic 
and hard to be forged. The technology for the authenticity of digital signature used 




encryption. However, for the security and reliability of the public-key cryptography, 
the following three components are very important: 
 At least one public key that can be unconditionally relied on; 
 A defined way to get hold of all relevant public keys; and 
 The private keys should be safe. 
PKI, which is Public Key Infrastructure for short, is the system that can ensure those 
three components. It refers to the system for distribution of the open public keys. The 
PKI will normally sign each key through Certificate Authority (CA) key in order to 
check the validity of each key. And it has also been used in LRIT system. (IMO, 2016c). 
For the electronic certificate and documents, this dissertation suggests the IMO should 
serve as the Certificate Authority, which is responsible for distributing private keys to 
Flag State Administrations. And GISIS could be used for distribution of the open 
public keys. Since there is only one top level key (IMO) that can sign public keys, it 
is relatively simple to keep the system security of the system for all users. Besides that, 
the integration framework of PKIs has previously been established by the International 
Civil Aviation Organization (ICAO) for machine readable passports (ISO, 2015b).  
 
 
As for the reliability of the electronic certificates and documents, the standby devices 
are necessary. Besides that, the electronic certificates and documents should be 
updated regularly just in case the connection is bad.  
 
3.7   Concluding remarks  
 
In this chapter, a detailed analysis on feasibility of the electronic certificates and 




assessment has been carried out in order to reduce the “administrative burden” of 
shipping companies. An investigation was made in Nanjing Ocean Shipping Co., Ltd. 
(NASCO), Jiangsu Ocean Shipping Company, China Ocean Shipping Co. (COSCO) 
and China Classification Society (CCS) in 2015. After research and analysis, the 
results reveal that most of the stakeholders are ready for the use of electronic and 
documents and consider that it will be widely implemented in a few years. The work 
on use and acceptance of the electronic certificates and documents has given initial 
results. The national legislation problem is not as difficult as we thought because of 
the relatively mature law on electronic certification and signature in some major 
counties.  The cost-benefit issue is still the shipping companies’ foremost concern. 
And technology is mature for the electronic certificates. However, for the electronic 
records like fuel oil record, the acceptance of people and the way of recording them 























Impacts of implementing electronic certificates and documents in the Chinese 
shipping sector 
4.1   Introductory remarks 
 
The use and acceptance of electronic certificates and documents will bring a significant 
change to the shipping industry. Meanwhile, China, as a Flag State with 160 million 
DWT of shipping fleet capacity and 638,990 seafarers2, is closely bound up with the 
reformation. Therefore, in 2015, an investigation into the use and acceptance of 
electronic certificates and documents was conducted. However, because of the 
limitation of time and budget, only a few shipping companies and related organizations 
were selected as the representatives. They were: Nanjing Ocean Shipping Co., Ltd. 
(NASCO), representing private shipping company; Jiangsu Ocean Shipping Company, 
representing small and medium state-owned shipping company; and China Ocean 
Shipping Co. (COSCO), the biggest shipping company in China and China 
Classification Society (CCS), and representing RO. 
 
4.2   The view of shipping companies on the reformation  
 
                                                             
2 Based on “Report of Chinese crewmembers, 2015”, which published by the Ministry of Transportation, there 




For shipping companies and seafarers, electronic certificates and documents can save 
them from trouble of mailing paper archives by post, and improve efficiency of 
information management, especially on documentation reservation and lookup. 
COSCO has already started building their own ship information database, and by far 
they have managed to use it to send back reports regularly while on voyage. They store 
the scanned pieces of ship certificates and documents, and keep the original paper file 
at the same time. It is fair to say that paperless has been an irresistible trend. However, 
some issues should be taken into consideration before we put paperless into realization. 
 Does electronic file have legal recognition?  Currently neither international 
convention nor domestic legislation admits the validity of electronic 
documentation in terms. Therefore PSCOs have not formed a unified standard yet, 
which has obviously increased the difficulties of actual operation for people  who 
might need to prepare both paper and electronic files for insurance purposes. 
 Can seafarers take the new challenge？ Some older or undereducated seamen 
might have difficulty in recording dynamic data, and people tend to be reluctant 
to learn new things once they get too used to old ways. 
 Cost issues. Many shipping companies cannot afford to develop their own 
information management software system, and buying such expensive software 
on the market is not a good choice as well, not to mention the subsequent 
maintenance charges. 
 Security problems. While electronic documentation enables people to find out 
certificates, it also increases the risk of divulging information, giving their rivals 
(sometimes even terrorists and pirates) chances to steal not only basic information 
of ships, like crew list and ship operation condition, but also commercial secrets 





4.3   The view of CCS on the reformation 
 
CCS has built its own database, and they have provided external inquires at their 
homepage. For the online access to the electronic certificates, CCS has granted 
differing access rights to administrations, ship owners and ship yards. As for internal 
management, CCS has developed Electro-archives Management System for the 
storage of the certificates and documents that had been issued. However, for the widely 
use of electronic certificates and documents, CCS has some concerns and suggestions 
as follows: 
 Given the differences in economy, ideas and talents, the development of 
Information Technology in the world is not in balance (IMO, 2014). It may be 
difficult for the application of the uniform standards of electronic certificates and 
documents and online access to the electronic certificates and document in the 
world.  
 Information security is another issue that should not be ignored. Once the 
electronic certificates and documents are implemented, it could be easy for 
querying information of the ship and the statistical data analysis of ship fleets. 
However, because of the military factor, political factors and trade secret, some 
information should not open to public. Besides that, the risk of cyber-attack should 
also be taken into consideration. According to incomplete statistics, the website of 
CCS was attacked by hackers more than 20 times in 2015. Therefore, CCS 
suggested that it was necessary for the database-independence of a Flag State, 
since it was hard to ensure the safety of unified public database among the world. 
 Cost-benefit assessment also needs to be treated with caution. Obviously, the use 
of electronic certificates and documents could make a significant simplification of 




profits of shipping companies, the relationship between cost and benefit still needs 
to be calculated. 
 
4.5   Concluding remarks 
 
In conclusion, the meaning of popularizing electronic documentation is not just about 
saving troubles from mailing paper archives by post and improving efficiency of 
information management, especially on documentation reservation and lookup. To 
implement this resolution will bring a huge change on PSC control, ship certification 
management, and internal operation system of shipping industries. It is the product of 
information and data era, brings great opportunities and great perils, and we should 

























CONCLUSION and SUGGESTIONS 
 
20 years ago, we might never imagined that we could get almost all the information 
we want at any time and any location (4G signal is needed). Information technology 
has brought a significant change to our society. So does the shipping industry. In order 
to reduce the administrative burden and improve the efficiency, the use of electronic 
certificates and documents has been developed and researched by IMO (IMO, 2014). 
However, new things always come with risks and concerns. Stakeholders are worried 
about cost-benefit, national legislation, technical standards and so on. Therefore, this 
dissertation has conducted a feasibility analysis through PEST analysis and made an 
investigation about the impact of the application of electronic certificates and 
documents in China. After the research and analysis, this dissertation finds that the 
legal and technical basis is strong due to the work done by IMO and other related 
organizations. However, since it involves a lot of stakeholders and will bring a 
significant change to shipping industry, the use of electronic certificates and 
documents should be treated carefully. The reduction of administrative burden should 




information security is the problem that needs to be solved. Therefore, this dissertation 
has given the following suggestions: 
 Classify the certificates, documents and records required by IMO mandatory 
instruments. Conduct a detailed analysis of each kind about how and when to 
transform them into electronic data since the requirements and formats of each 
kinds are different. It is recommended that the implementing of electronic 
certificates and documents should start from ship's statutory certificates, which 
could let IMO and administrations collect experience for implementing electronic 
documents and records. 
 The legal force of the electronic certificates and documents should be clearly 
identified through IMO mandatory instruments and national legislation. 
Especially the acceptance of PSOs should be treated carefully in case ships have 
to provide both paper certificates and electronic certificates because of misdoubt 
of PSCOs on electronic certificates and documents. 
 Ensure the information security through PKI and other technical measures. Set up 
the permission mechanism for online access to electronic certificates and 
documents in order to prevent bad men like pirates and terrorists from getting 
detailed information of the ship.   
 Set up a unified technical standard in order to reduce the research and development 
costs of shipping companies. IMO should originate the technical assistance and 
cooperation to the developing countries which need good implementation and 
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The original version of the investigation  
 
(A) The investigation into Nanjing Ocean Shipping Co., Ltd. (NASCO) 
船舶证书文书电子化调研（船公司） 

















































































(B) The investigation into Jiangsu Ocean Shipping Co. 
船舶证书文书电子化调研（船公司） 










































































































Table (1): Screening schedule of the certificates and documents required by 
IMO 
 







































































































































Article 7/5 Carriage of
certificate
REGIS




































































































































































































































































































































































































































































































































































































































81 STCW 78 Regulation
I/2.13










































































































































































































































































































































































































































































































































## STCW 78 Regulation
I/2.14
Recording PARTY

































































































































































































































































































































































































































































































































































































































## LL 66 Article 17(2) Provision of
information
CONTS





## LL 66 Article 27(2) Provision of
information
IMOSG E-Notification






























## STP 71 Article III Provision of
information
IMOSG E-Notification
## STP 71 Article V Provision of
information
IMOSG E-Notification
## STP 71 Article IX(c) Provision of
information
IMOSG E-Notification





## TONNAGE 69 Article 16(2) Provision of
information
IMOSG E-Notification
## TONNAGE 69 Article 20(3) Provision of
information
IMOSG E-Notification





























## LL 66 Article 21(3) Provision of
information
PSCOF











































































































































































































































































































































































































































## CSC 72 Article VII/4 Provision of
information
PARTY E-Notification
## LL 66 Article 6(3) Provision of
information
ADMIN E-Notification
## LL 66 Article 8(2) Provision of
information
ADMIN E-Notification
## LL 66 Article 9(2) Provision of
information
ADMIN E-Notification
## LL 66 Article 23(2) Provision of
information
CONTS E-Notification






## LL 66 Article 27(2) Provision of
information
CONTS E-Notification




























































































































































































































































































## AFS 2001 Article 9(1) Provision of
information
PARTY E-Notification
## AFS 2001 Article 16(6) Provision of
information
PARTY E-Notification
## AFS 2001 Article 17(3) Provision of
information
PARTY E-Notification
## LC 72 Article IV/3 Pr vision of
information
PARTY E-Notification
## LC 72 Article V/2 Provision of
information
PARTY E-Notification
## LC 72 Article VII/4 Provision of
information
PARTY E-Notification
## LC 72 Article XV/3 Provision of
information
PARTY E-Notification
## LC PROT 96 Article 4.2 Provision of
information
PARTY E-Notification
## LC PROT 96 Article 7.3 Provision of
information
PARTY E-Notification
## LC PROT 96 Article 8.1 Provision of
information
PARTY E-Notification
## LC PROT 96 Article 8.2 Provision of
information
PARTY E-Notification
## LC PROT 96 Article 10.4 Provision of
information
PARTY E-Notification
## LC PROT 96 Article 24.3 Provision of
information
PARTY E-Notification















## OPRC 90 Article 10 Provision of
information
PARTY E-Notification















Article 13(2) Provision of
information
PARTY E-Notification






























































































































Article 20 Provision of
information
CONTS E-Notification





Article 10/3 Provision of
information
PARTY E-Notification
## NUCLEAR 71 Article 5.3 Provision of
information
PARTY E-Notification
## NUCLEAR 71 Article 8.1 Provision of
information
PARTY E-Notification
## NUCLEAR 71 Article 8.3 Provision of
information
PARTY E-Notification
## PAL 74 Article 22.2 Pr vision of
information
PARTY E-Notification


























## STP 71 Article V Provision of
information
PARTY E-Notification
## STP 71 Article IX(a) Provision of
information
PARTY E-Notification
## STP 71 Article IX(b) Provision of
information
PARTY E-Notification
## COLREG 72 Article II/3 Provision of
information
PARTY E-Notification
































Article V.1 Provision of
information
PARTY E-Notification
## SAR 79 Article IV(2) Provision of
information
PARTY E-Notification















## SALVAGE 89 Article 4.2 Provision of
information
PARTY E-Notification
## SALVAGE 89 Article 28/3 Provision of
information
PARTY E-Notification
## SUA 88 Article 6/3 Provision of
information
PARTY E-Notification
## SUA 88 Article 15/1 Provision of
information
PARTY E-Notification
## SUA 88 Article 15/2 Provision of
information
PARTY E-Notification
## SUA 88 Article 17/3 Provision of
information
PARTY E-Notification
## SUA PROT 88 Article 3/3 Provision of
information
PARTY E-Notification
## SUA PROT 88 Article 5/3 Provision of
information
PARTY E-Notification
## SUA 2005 Article 6/3 Provision of
information
PARTY E-Notification
## SUA 2005 Article 8/15 Provision of
information
PARTY E-Notification










Article 8/3 Provision of
information
PARTY E-Notification





## TONNAGE 69 Article 16(2) Provision of
information
CONTS E-Notification














Article 8(4) Provision of
information
PARTY E-Notification
## LC 72 Article VI/4 Provision of
information
PARTY E-Notification


































































































































































## AFS 2001 Article 9(2) Provision of
information
IMOSG E-Notification



































Article 3(3) Provision of
information
PARTY
## SUA 88 Article 7/5 Provision of
information
PARTY
## SUA 88 Article 14 Provision of
information
PARTY
## SUA 2005 Article 13 Provision of
information
PARTY


































Article III Provision of
information
IMOSG E-Notification
## CSC 72 Article IV/2 Provision of
information
IMOSG E-Notification












































































































































































## AFS 2001 Article 9(3) Provision of
information
PARTY /
MANUF## LC 72 Article VIII Provision of
information
IMOSG E-Notification
## LC 72 Article XV/3 Provision of
information
IMOSG E-Notification










Article 12(7) Provision of
information
IMOSG E-Notification
## STCW 78 Article IV(2) Provision of
information
IMOSG E-Notification












































Article III.5 Provision of
information
IMOSG E-Notification














Article 6(5) Provision of
information
PORTS














































































































































































































































































































## SAR 79 Article IV(3) Provision of
information
IMOSG E-Notification
## FUND 92 Article 14.1
and .3
Provision of
information
PARTY
